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EXECUTIVE SUMMARY 

 

Six takeaways 

Artificial intelligence is reshaping enterprise governance as models and agents gain the ability to access systems, 
make decisions and execute actions with increasing independence. Yet AI deployment is advancing faster than the 
controls surrounding ownership, identity, permissions, runtime activity and accountability. Enterprises therefore face a 
growing gap between the capabilities they are introducing and their ability to understand, constrain and take 
responsibility for them. Governance is consequently moving beyond model quality and output accuracy towards the 
control of AI activity across the enterprise. 

This shift is changing where strategic value sits within the AI governance market. Visibility remains important, but the 
strongest control positions are emerging around agent identity, permissions, policy enforcement and the ability to 
intervene before consequential actions are completed. Security, identity, cloud, data and workflow vendors are 
approaching the market from different starting points but are increasingly assembling capabilities across the same 
control chain. The resulting investment and acquisition activity provides an early indication of which technologies may 
become essential to enterprise AI adoption and where important gaps remain. 

This report draws on Anchorpoint Advisory's continuing coverage of AI governance and security, spanning category 
development, ecosystem mapping, financing activity and M&A. The principal conclusions are: 

 

01 
Agentic execution is shifting the centre of risk. Control is moving from what AI says to what AI can 

access, decide and execute. Identity, permissions and runtime accountability are now critical as agents 

gain credentials and tools. 

02 
Strategic value concentrates closest to identity and execution. Runtime-enforcement transactions 

provide the clearest evidence; agent discovery and detection-and-response deals show buyers 

assembling the surrounding control architecture. 

03 
Leading security vendors are buying complementary capabilities rather than relying on a single 

acquisition. Palo Alto Networks has made three core AI-control acquisitions, supported by CyberArk in 

identity and Chronosphere in observability. Most data and workflow buyers have so far completed only 

their first acquisition in the category. 

04 
Four buyer groups are moving towards the same control chain. Security and identity vendors start 

with risk and permissions; cloud, data and workflow platforms start with information and execution. All 

want influence over identity, policy, enforcement and evidence. 

05 
Two important needs remain under-served. Agent identity received strong strategic endorsement 

through Palo Alto Networks’ CyberArk acquisition, although its value reflects a broader identity-security 

business. Customer-controlled, private and on-premises governance also remained uncommon across the 

specialist set reviewed. 

06 
Conditions favour continued investment and consolidation. Agent adoption, clearer regulation and 

gaps in incumbent products should sustain financing and M&A. The market may eventually support a few 

broad suites and a smaller group of independent vendors that work across platforms, operate in customer-

controlled environments or own hard-to-build technology. 
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BACKGROUND 

 

The story so far 

As enterprises move from using AI for assistance to allowing it to perform actions, they need stronger operating 

controls. Governance is not a tax on AI adoption; it is the infrastructure that allows adoption to scale. 

Three waves, one control response 

Wave I — Assistance 

Drafting, search, coding and customer support improved 
individual productivity. The control problem centred on 
policy, accuracy and data leakage. 

Wave II — Connectivity 

Models connected to enterprise data, retrieval systems, 
APIs and applications. Every model call and data retrieval 
may need to be monitored or controlled. 

Wave III — Delegated execution 

Agents can select tools, act under credentials, modify 
systems and coordinate workflows. Risk shifts from output 
quality to delegated authority. 

The control response 

Enterprises need a real-time layer for identity, 
permissions, policy, evidence, containment and 
accountability, not another policy document. 

 

Adoption and control 

Adoption is broad, but scaled value and operating control remain much narrower. That gap is why a new market is 

forming. The survey figures below describe different populations and should not be combined into a single prevalence 

estimate. 

 

88% 

of organisations use AI in at 
least one function 
McKinsey 2025 survey 

39% 

report any enterprise-level 
EBIT impact 
McKinsey 2025 survey 

97% 

of AI-incident organisations 
lacked proper access controls 
IBM breach research 2025 

63% 

of AI-incident organisations 
had no governance policy 
IBM breach research 2025 

 

From answer risk to action risk 

A chatbot that produces a poor answer creates a quality, legal or reputational problem. An agent connected to 

credentials, databases, software repositories and payment systems creates an execution problem. The difference is 

delegated authority, and it is why “human in the loop” cannot be the entire control strategy once agents operate 

continuously, at machine speed, across chained systems. 

Sources: Anthropic, Model Context Protocol; OWASP, Top 10 for Agentic Applications 2026; UK National Cyber Security Centre. 
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THE AI GOVERNANCE & CONTROL 
ECOSYSTEM MAP 

 

Nine layers, one control architecture 

AI governance is better understood as a set of connected controls than as one product. The map sets out nine 

functional layers. For the M&A analysis, these are grouped into six broader transaction categories. 

 

 

Unmet need — Identity controls for autonomous AI agents 

Most identity-security products were designed for people and conventional software, not autonomous agents that 
may be created dynamically, exist briefly or act under delegated authority. Across the products reviewed, complete 
identity, least-privilege and revocation controls for such agents remained uncommon. 

 

Unmet need — Private and on-premises AI governance  
Many organisations need AI-governance software that can operate within their own infrastructure or private cloud. 
In Anchorpoint’s April 2026 review of 13 funded specialists, none clearly offered a complete customer-controlled 
product. Few of the reviewed vendors met this need; the finding applies to the reviewed set, not the entire market. 

 

Legend: incumbent / platform · AI-native / specialist · adjacency (GRC, privacy, observability) · UADP / control platform · open / under-served 
opportunity. Source: Anchorpoint Advisory ecosystem analysis, updated 2026. Company names are illustrative market participants, not an 
exhaustive or ranked list. 



ANCHORPOINT ADVISORY  |  AI GOVERNANCE & CONTROL JULY 2026  |  5 

PRIVATE FINANCINGS 

 

The funding dynamics 

The AI TRiSM (Trust, Risk and Security Management) market is valued at $3.59B in 2025, projected to reach $46.8B 

by 2034 at a 35% CAGR; BFSI is the largest segment at 29.3% of revenue. A broader enterprise AI-governance 

estimate grows from $2.20B to $11.05B at a 15.8% CAGR through 2036. These estimates use different definitions 

and should not be combined. Venture funding demonstrates investor conviction, not customer adoption by itself. 

Investors have backed different starting products, including discovery, governance, agent security and broader 

platforms—before a standard product model has emerged. 

 

Selected, not exhaustive. Company-reported funding and investor rationale from Anchorpoint's ecosystem and financing review, current through 
early July 2026. 
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What investors are backing 
 

― AI creates a new area that enterprises must control. Agents, model interactions and probabilistic 

execution create activity that conventional security, identity and governance products were not designed to 

handle. 

― Enterprise adoption is moving faster than oversight. The gap creates both security exposure and a 

barrier to wider production use. 

― Autonomous agents increase the need for control. The focus has shifted from protecting employees who 

use generative AI to controlling software actors with identities, credentials, memory, tools and delegated 

authority. 

― Agent identity and authorisation are becoming essential. Enterprise agents that access data, credentials 

or software tools will generally need a verifiable identity, limited permissions, action-level accountability and 

revocable authority. 

― Visibility comes before enforcement. Enterprises must first identify shadow AI, unmanaged agents, model 

usage, tool connections, permissions and sensitive-data exposure before they can apply policy. 

― Products that can intervene are more valuable than reporting-only tools. Platforms that can allow, deny, 

modify, route, interrupt or require approval sit closer to the point of economic, operational and security 

exposure than those that only observe and report. 

― Ongoing testing is becoming more important than one-off assessments. Investors are backing systems 

that repeatedly evaluate, simulate, monitor and retest AI behaviour as models, prompts, tools and workflows 

change. 

― A shared control system across platforms may become a major category. Enterprises use multiple 

clouds, models, applications, SaaS copilots and agent frameworks, creating demand for one independent 

governance layer that works across them. 

― Regulation will increase demand for technical controls. The strongest platforms turn regulatory 

requirements into enforceable policy, traceable decisions, continuous monitoring and audit-ready evidence. 

― The category may support expansion within customers. Companies can enter through an urgent use 

case—such as shadow-AI discovery, red teaming, agent authentication or prompt protection—and later add 

identity, runtime enforcement, policy and enterprise-wide governance. 

― Products may draw funding from several departments. Security, identity, IT, data, model risk, compliance 

and AI teams may all contribute, although unclear ownership can lengthen sales cycles. 

― The ability to approve, block or change an action is a primary source of strategic value. Investors are 

backing platforms that do not merely describe risk but determine what an AI system is permitted to access, 

decide and execute. 
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MERGERS & ACQUISITIONS 

 

The M&A backdrop 

From late 2024 through mid-2026, large cybersecurity and technology companies repeatedly acquired specialist 
capabilities they had not built internally or could not bring to market quickly enough. This shows that buyers need 
these capabilities quickly even though the market is still taking shape. 

Anchorpoint identified 19 core AI-control acquisitions announced from 1 January 2024 to 14 July 2026. Known directly 
disclosed or filing-derived consideration is approximately $3.56 billion. Including the reported Aim Security estimate 
raises the total to approximately $3.91 billion; several additional transaction values remain undisclosed. 

Separately, three broader acquisitions that support AI control carry much larger values: CyberArk in identity, 
Chronosphere in observability and Moveworks in workflow automation. These assets matter because they add 
identity, monitoring, distribution and workflow capabilities around AI, but their full transaction values should not be 
attributed to AI governance alone. 

Ranking charts use announced headline values for cross-deal display; core consideration totals and detailed text use 
final or filing-derived values where available. This explains the difference between CyberArk’s approximately $25.0 
billion announced equity value and $21.1 billion final purchase price, Chronosphere’s $3.35 billion announced and 
$2.95 billion final values, and Moveworks’ $2.85 billion announced and $2.4 billion final values. 

The core acquisitions span data governance, runtime enforcement, model and application lifecycle security, agentic 
discovery, detection and response, and evaluation or observability. Each deal is assigned to its primary acquired 
capability, although several span multiple layers. 

The deals suggest that incumbents are buying complementary controls, combining them with data they already hold 
on identities, endpoints, applications and workflows, and selling them through established enterprise platforms. 

The pattern does not prove that every acquired product will become a durable platform, nor that transaction value 
measures the value of one control point in isolation. Revenue, customers, talent, competitive tension and broader 
franchises also influence consideration. 

Repeated acquisitions across several control layers show that major buyers consider these capabilities important and 
time-sensitive. 

M&A by control point1 

Policy enforcement 
Closest to execution; strongest monetisation 

Applies rules before an AI system acts. It can approve, 
block or redirect actions, control access and preserve 
evidence of what happened. 

Agent identity and permissions 
Foundational and currently scarce 
Controls which agents can act, which tools and data they 
may use, and how delegated authority is constrained or 
revoked. 

AI discovery 
Important control input; limited alone 
Identifies where AI tools and agents are being used. Its 
value is limited unless the product also feeds policy, 
enforcement or approval. 

Model monitoring and evaluation 
Important control input; durable when tied to 
action 
Measures performance and potential risk. It becomes 
more durable when its signals feed policy, release gates or 
runtime action. 

 

 
1 A control point is a place in the AI system where a company can monitor activity, set rules or stop an unsafe action. It may sit around the AI 

model, the data it uses, the software tools it connects to, the identity of the user or agent, or the action it is about to take. Looking at M&A by control 
point shows which parts of the AI system buyers are trying to secure and control through acquisitions. 

 



ANCHORPOINT ADVISORY  |  AI GOVERNANCE & CONTROL JULY 2026  |  8 

 

Key transactions 

― Cisco / Robust Intelligence (Sep 2024, undisclosed) was one of the earliest transactions to show this strategy. 

Cisco later made the technology a foundation of AI Defense: acquire specialist AI-control technology, then distribute 

it through an established security platform. 

― Palo Alto Networks / Protect AI, Koi and Portkey form the core AI-control acquisitions, moving from model 

lifecycle security to agentic endpoint control and an inline gateway for monitoring, routing and governing models 

and agents. 

― Palo Alto Networks / CyberArk ($25.0B announced; $21.1B final, completed Feb 2026) supports identity as an 

AI-control layer. The value reflects CyberArk’s broader identity business, not agent identity alone. Its relevance to 

AI is the potential extension of privileged-access controls from people and conventional software to autonomous 

agents. 

― Check Point / Lakera and Cyata combine runtime guardrails and prompt-injection defence with discovery and 

governance for autonomous agents. Lakera controls AI interactions; Cyata discovers and analyses the agents 

operating inside an organisation. 

― CrowdStrike / Pangea ($222.7M total consideration, completed Sep 2025) extends EDR logic into AI Detection 

and Response across data, models, agents, identities and infrastructure—from endpoint telemetry to the wider 

range of systems and actions an agent can reach. 

― SentinelOne / Prompt Security and F5 / CalypsoAI show buyer interest in the interaction and runtime layers: 

discovery, data protection, prompt inspection, guardrails, red teaming and enforcement before an AI interaction 

reaches a sensitive business system. 

― ServiceNow / Moveworks ($2.85B announced; $2.4B final purchase consideration, completed 15 Dec 2025) 

shows that workflow vendors also want to control how AI-generated actions are approved, executed and recorded. 
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AI Governance & Control Transactions 

 

M&A transaction trends 

― Buyers are acquiring new areas of AI control. Deals add visibility and authority over models, prompts, agents, 

identities, data access and tool execution—areas conventional security platforms were not built to govern. 

― Products that intervene during an interaction provide the clearest evidence of strategic value. Lakera, 

CalypsoAI, Prompt Security, Portkey and LeakSignal enable buyers to block, modify, route, redact or approve AI 

interactions rather than merely report risk. 

― Agentic AI is changing acquisition priorities. Koi, Cyata, Portkey and AllTrue provide discovery, identity, 

permission and runtime controls for autonomous software actors operating across enterprise systems. 

― Incumbents are beginning to build broader platforms. Acquisitions fill gaps across discovery, testing, 

deployment, monitoring, enforcement, incident response and audit evidence—reducing dependence on narrow 

tools. 

― Data the buyer already holds improves acquired capabilities. Buyers can combine AI controls with existing 

information on identities, permissions, endpoints, applications and sensitive data to make enforcement more 

accurate. 

― Monitoring and policy tools become more valuable when they can trigger action. Securiti AI, TruEra, Aporia 

and AllTrue contribute policy, monitoring and evidence; their value increases when those signals feed decisions 

and enforcement. 

― M&A speeds product entry and customer access. Large vendors acquire specialist teams, technology and 

customers faster than they can build internally, then sell the capability through established enterprise channels. 

― Platform buyers want to control the path from AI discovery to action and audit. They are positioning 

themselves as the main layer through which enterprises discover AI, govern access, evaluate behaviour, control 

execution and prove compliance. 
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THE BUYERS 

 

Four buyer groups, one control chain 

Security vendors bring telemetry and threat response; identity vendors determine who or what may act; data and 
cloud platforms govern information access; workflow platforms govern approvals and execution. The four groups are 
moving towards overlapping parts of the same chain: inputs, decisions, enforcement and evidence. 

 

Security platforms 

Palo Alto Networks, Check Point, F5, CrowdStrike, 
Cisco and SentinelOne are extending established 
security platforms into model security, prompt inspection, 
runtime enforcement, agent discovery, endpoint exposure 
and AI gateways. Their advantage is the ability to combine 
acquired AI controls with existing endpoint, network, cloud 
and threat telemetry. 

Cloud and data platforms 

Veeam, Varonis, Snowflake and Coralogix show that 
buyers now include data, resilience and observability 
companies as well as cybersecurity vendors. Examples 
include Veeam/Securiti AI, Varonis/AllTrue.ai, Snowflake’s 
announced acquisition of Natoma (agent identity and MCP 
governance, ~$110M, May 2026) and Coralogix’s 
acquisition of Aporia (AI observability and guardrails, 
~$50M, Dec 2024). They are combining AI governance 
with enterprise data, permissions, resilience, observability 
and recovery. Microsoft, AWS, Google Cloud and 
Databricks can pursue the same control layer organically, 
although native controls may favour their own 
infrastructure. 

Workflow platforms 

ServiceNow and adjacent enterprise application 
platforms can govern how AI-generated actions are 
approved, executed and recorded. They sit closest to the 
business process: what an agent requested, who 
approved it and what happened. ServiceNow’s acquisition 
of Moveworks shows that workflow vendors also want to 
control this process. 

Identity and access platforms 

Human, machine, workload and agent identities 
increasingly require unified credentials, permissions, 
monitoring and revocation. Identity could become the 
foundational AI-control layer because every governed 
action must be attributable to an authorised actor. Palo 
Alto Networks’ CyberArk acquisition explicitly extends 
identity security across humans, machines and agents. 

 

Most active strategic acquirers 

Palo Alto Networks ██████████████████████████ 3 deals 

Check Point █████████████████ 2 deals 

Cisco █████████ 1 deal 

SentinelOne █████████ 1 deal 

F5 █████████████████ 2 deals 

CrowdStrike █████████ 1 deal 

Core AI-control transactions only (Sep 2024–May 2026); adjacent enabling acquisitions—Palo Alto Networks / CyberArk and Chronosphere, and 
ServiceNow / Moveworks—are excluded from this count and discussed separately. 

The market is moving beyond single-purpose acquisitions. Palo Alto Networks, Check Point and F5 are beginning to 
assemble multi-layer AI-control platforms: Palo Alto spans lifecycle security, agentic endpoints and gateways; Check 
Point combines runtime protection with agent discovery and governance; F5 combines data-in-transit protection with 
inference-time guardrails and red teaming. 
 
Most other buyers have completed one entry transaction. The market remains unconsolidated, but competition is 
shifting towards which vendor can control the greatest share of the path from identity and data access to action and 
audit. 
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CASE STUDY, PALO ALTO NETWORKS 

Palo Alto Networks’ emerging AI-control 
platform 

Palo Alto Networks provides the clearest example of a security company building a broader AI-control platform. It has 

made three acquisitions directly focused on AI control—Protect AI, Koi and Portkey—and two broader acquisitions 

that add identity and observability: CyberArk and Chronosphere. Together they outline, but do not yet prove, a five-

layer platform. 

 

Control point Target Capability 

Model lifecycle Protect AI ($634.5M, completed Jul 2025) Scanning, posture, supply chain, red teaming 

Agentic discovery / 
endpoint 

Koi Security ($300M announced; $231M 
final, completed Apr 2026) 

Coding agents, plugins, packages and local credentials 

Runtime enforcement / 
gateway 

Portkey (undisclosed, May 2026) Routing, orchestration, monitoring and agent governance 

Identity (adjacent 
enabling) 

CyberArk (~$25.0B announced; $21.1B 
final, Feb 2026) 

Human, machine and agent permissions and privileged 
access 

Observability (adjacent 
enabling) 

Chronosphere ($3.35B announced; $2.95B 
final, Jan 2026) 

Telemetry, monitoring and evidence for AI-native systems 

 

If successfully integrated, the value would come less from owning five separate products and more from coordinating 

context and enforcement across them. A model vulnerability detected by Protect AI could inform gateway policy; 

CyberArk could determine which agent is entitled to act; Portkey could enforce that entitlement; Koi could identify risky 

local tools or credentials; and Chronosphere could provide the telemetry required to investigate performance, failure 

and policy outcomes. 

Palo Alto Networks has described these capabilities as complementary: Portkey provides centralised agent 

governance, Koi controls the agentic endpoint, CyberArk underpins agent identity and authorisation, and 

Chronosphere supplies high-fidelity observability. Its installed base creates a cross-selling opportunity, but product 

integration and common policy execution remain the key tests. 
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OUTLOOK 

 

The conditions favour continued activity 

The market still consists mainly of specialist products, but larger vendors are beginning to combine them into broader 

suites. Regulatory requirements are becoming clearer, AI agents are gaining access to more systems, and 

incumbents still lack important controls. 

 

Build, partner or buy 

Build 

Best where the control is native to an existing platform, 
tightly coupled to proprietary telemetry, and not 
strategically urgent. 

Partner 

Best where neutrality and interoperability matter, but the 
capability is not sufficiently scarce to justify acquisition. 

Buy 

Best where the missing control must reach market quickly, 
sits in the execution path, and requires architecture or 
talent the incumbent cannot reproduce in time. 

Independent platform 

Plausible where the vendor coordinates multiple control 
systems, remains cross-platform, owns evidence and 
serves deployment needs incumbents underserve. 

 

A plausible market sequence 

1 
Separate products. Discovery, prompt security, model scanning, agent inventory and gateways emerge 

separately. 

2 
Customers ask for integrated controls. Enterprises begin to coordinate policy, permissions and 

evidence in the execution path. 

3 
Consolidation. Security, identity, cloud, data and workflow platforms acquire or bundle specialist controls. 

4 
Possible end state. A few broad platforms coexist with specialists that serve regulated markets, work 

across vendors or own hard-to-build technology. 

Recent financings and acquisitions suggest a possible shift from narrow specialist products towards broader 

platforms, but the outcome is not yet settled. Signs of progress would include agent-specific identity products, 

gateways adding approvals and revocation, and platforms applying common policy and evidence across 

environments. The strongest commercial opportunities are likely to be in runtime enforcement, delegated permissions 

and controls that work across multiple platforms. 

Bottom line 

Better models are necessary. Enterprise value appears when AI can be embedded into workflows, trusted with 
limited and clearly defined authority, measured for productivity and audited for accountability. The most valuable 
capability in the next phase is not intelligence alone. It is the ability to convert intelligence into controlled action. 
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ABOUT ANCHORPOINT ADVISORY 

 

Clarity at critical inflection points 

Anchorpoint is an independent technology investment advisory firm. We advise founders, boards, shareholders, 

investors and family offices on strategic advisory, M&A and strategic financing, and family office services across the 

UK, Europe and the Middle East. 

 

15+ 

years advising technology 
companies 

 

$6bn+ 

transaction value across M&A 
and strategic financing 

 

50+ 

completed transactions 

 

17 

countries, ~60% cross-border 
execution 

 

 

The Anchorpoint Method — Orient. Align. Act. 

Orient 

Establish the true position: where the company stands, 
what creates strategic advantage, and which choices are 
genuinely available. 

Align 

Create a common basis for decision: the objective, 
positioning, decision criteria and valuation expectations 
stakeholders must agree before execution. 

Act 

Translate strategy into execution: reposition the company, 
approach capital partners, and run the financing or M&A 
process while preserving leverage and optionality. 

Where we focus 

AI, Software & Cybersecurity; Deep Technology & 
Advanced Computing; Industrial Automation & Intelligent 
Systems; Energy, Infrastructure & Climate Systems; 
Defence, Security & Resilience. 
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This report may contain opinions, estimates, projections and forward-looking statements. These reflect Anchorpoint Advisory’s judgement as at the date of publication and are subject to 

assumptions, risks and uncertainties that may cause actual outcomes to differ materially. Anchorpoint Advisory is under no obligation to update or revise this report following its publication, except 

where required by applicable law. 

Nothing in this report should be relied upon as a substitute for the recipient’s own investigation, due diligence or professional judgement. To the fullest extent permitted by law, Anchorpoint Advisory 

and its directors, employees, advisers and affiliates accept no liability for any loss arising from the use of, or reliance on, this report or its contents. 
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